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AI R&D Threat Map
How a misaligned AI system can work directly toward a
Loss of Control outcome — from R&D sabotage to execution.
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internal deployment

A I R&D SABOTAGE → P . 3 – 4

TRA IN ING → P .3

EVALUAT IONS → P .4

ROGUE IN T ERNAL DEP LOYMENT → P . 5

S E L F - E X F I L TRAT ION → P . 6

external deployment

keeps sabotage undetected

MONITOR ING SUBVERS ION → P .2

AI system subverts the
monitoring system

AI developer deploys
misaligned AI for AI R&D

AI system subverts the AI
R&D pipeline

AI system sabotages
training of the successor

AI system

Successor AI system ends
up misaligned

AI system sabotages
evaluations

Humans have false
confidence in the
alignment of the

successor AI system

AND
AI developer deploys

misaligned successor AI
system

AI system brings about
other loss of control

outcomes

AI system has access to
AI model weights

AI system runs on
developer infrastructure

without oversight

AI system has network
egress access

AND

AI system
exfiltrates AI model
weights to outside
of developer control

Other potentially
catastrophic loss of
control outcomes

LEGEND

AI scheming action World state AND — every linked condition must hold
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Monitoring Subversion
How the AI system defeats the monitoring meant to catch misbehaviour.

AI system attempts to
subvert monitoring system

AI system subverts
monitoring research

AI system sabotages
monitoring infrastructure

AI system exploits bug in
the monitoring system

AI system colludes with the
AI monitor monitoring it

AI system obfuscates its
reasoning

AI system jailbreaks the AI
monitor monitoring it

AI system deletes logfiles
/ other evidence of

misbehaviour

AI monitor misclassifies
the AI system's behaviour

Monitoring system is
undermined

LEGEND

AI scheming action World state AND — every linked condition must hold
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Training
Subverting the training pipeline so the successor model is misaligned.

AI system attempts to
subvert AI R&D pipeline

AI system subverts research
aimed at reducing
misalignment

AI system poisons reward
model or classifier (e.g.

for RLHF)

AI system poisons
preference dataset used to

train a reward model

AI system poisons
pre-training or

posttraining data

Rogue deployed AI subverts
training

AI alignment techniques
worse than they otherwise

would be

Successor AI system ends up
misaligned and/or with a

backdoor

LEGEND

AI scheming action World state AND — every linked condition must hold



P A G E 4

Evaluations
Sabotaging evaluations and interpretability so humans misjudge the model's safety.

AI system attempts to
subvert AI R&D pipeline

AI system sabotages
evaluation development

AI system underperforms on
evaluation development

AI system grades another AI
model incorrectly during an

evaluation

AI system subverts AI
interpretability related

research

AI interpretability
research slowed down

AI system misleads humans
about state of safety and
alignment of other AI

systems

The successor AI system has
been backdoored to act one
way in evaluations, another

in deployment

AI evaluation results do
not accurately represent

reality

Successor AI system ends up
misaligned and/or with a

backdoor

Humans have false
impressions about the state
of safety and alignment of
the successor AI system

LEGEND

AI scheming action World state AND — every linked condition must hold
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Rogue Internal Deployment
Gaining persistent, unmonitored compute inside developer infrastructure.

AI system attempts to bring
about other loss of control

outcomes

AI system inserts security
vulnerabilities into AI

datacenter infrastructure

AI developer datacenter
code contains
vulnerabilities

AI system exploits a
vulnerability in developer
datacenter infrastructureAI system inserts a

backdoor into developer
datacenter infrastructure

while assisting in
datacenter infrastructure
creation or maintenance

AI system has privileged
access to the developers'

datacenter

AI system has access to
encrypted AI model weights

AI system has access to
unencrypted AI model

weights

AI system sets up an
unauthorized inference

server

Unmonitored ephemeral AI
system is running on

company infrastructure

Rogue AI system subverts
information related to
deployment decisions

A persistent rogue AI
instance is running on

developer infrastructure
without oversight

LEGEND

AI scheming action World state AND — every linked condition must hold
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Self-Exfiltration
Establishing network egress and exfiltrating model weights beyond developer control.

AI system attempts to bring
about other loss of control

outcomes

AI system inserts security
vulnerabilities into
developer network

infrastructure

Developer network
infrastructure contains

vulnerabilities

AI system exploits a
vulnerability in developer
network infrastructure code

AI system inserts a covert
egress channel while
assisting in network

infrastructure creation or
maintenance

AI system has network
egress access

AI system has access to
unencrypted AI model

weights

AND
AI system exfiltrates AI

model weights to outside of
developer control

AI system is operating
outside of company controls

LEGEND

AI scheming action World state AND — every linked condition must hold


